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Internet and War &

¢ Expectation: Rapid deterioration of Internet in Ukraine

¢ Reality: Damaged, but functioning

IODA Signals for Ukraine @

1
S —

-e- Active Probing

https://ioda.live/
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RIPE Atlas Probes in Ukraine )

® Slow decline

Connected RIPE Atlas probes
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https://observableha.com/@ripencc/internet-outages-as-seen-bv-ripe-atlas
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Triolan Outage D

Connected RIPE Atlas probes
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#55034 | AS13188 | UA 3
#54514 | AS13188 | UA -
#34247 | AS13188 | UA -
#32719 1 AS13188 (v6) | UA —
#25662 | AS13188 | AS35297 (v6) | UA -
#21724 | AS13188 | UA -
#13410 | AS13188 | UA -
#12784 | AS13188 | UA -
#12017 | AS13188 | UA -
#4183 | AS13188 | UA
#4049 | AS13188 | UA
#3977 | AS13188 | UA

® The number of RIPE Atlas probes online in Triolan (AS13188).
Top graph is the number of connected probes, the lower graph

shows for each individual probe when it was online or offline.
o htitps.//labs.ripe.net/author/emileaben/the-ukrainian-internet/
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Mariupol @;

¢ Under extreme circumstances things break
¢ ILYICH-AS llyich Iron and Steel Works - AS Hegemony:

- AS3356 LEVEL3, =—— AS21497 UMC-AS =——— AS3326 Datagroup =-—— AS9002 RETN-AS =— AS8359 MTS = AS1299 TWELVE99 =-—— AS3257 GTT-BACKBONE

—
o
o

AS198179 dependency
Ul
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Fe% 25 Feb 26 Feb 27 Feb 28 Mar 1 Mar 2
2022
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{® Human Connectlons Dedlcatlon Courage Perseverance

le ISP Decentralisation (absence of market consolidation)

o Diverse interconnections (abundance of IXPs)

@ - i

0 High independence, at transit networks level, according to IHR

i
W~ w

o https./ihr.ijlab.net/ihr/hegemony/countries/UA
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le Diverse fibre paths, from multiple organisations

o hitps://blog.telegeography.com/what-to-know-about-fibers-role-in-ukraines-information-war

-

o~
> - -

Nt

e — T 0K =—J Fm <o

el e = I e e 10 B B ek

: @ A | = | @~
-0 0N o>

PEe —<C —Ce— « -

LE L
O P T B


mailto:emile.aben@ripe.net
https://ihr.iijlab.net/ihr/hegemony/countries/UA
https://blog.telegeography.com/what-to-know-about-fibers-role-in-ukraines-information-war

ISP Decentralisation in UA KSNET-AS

e Absence of market concentration at end-
user networks level

- UA: 4th in the world! HH Index of 0.052

- an economic indicator for market PT-AS
concentration (on the scale 0-1) HURR'CA:;A )
¢ How Ukrainian end-user networks | ¥EKL-_'><-(F;J§'—|'C h
interconnect, as seen from RIPE Atlas -> ¢'¢ SRR
- https.//jedi.ripe.net/peer-to-peer/ua/2022/03/01
&) VOLIA-AS

- https://atlas.ripe.net AN
® 55% ISPs serve <1% of the market!

- not visualised (left half of the circle) ® o RIoLAN

° — UARNET-AS
emile.aben@ripe.net | RIPE84 | 2022-05-16 FPE{?I&EQKQUA
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Hkremen-IX
HUA-IX

O LVIV-1X-Main
L KM-IX-Main

CIIF-1X-lvano-frankivsk local exchange Destination (North to South)
u n a n c e O GigaNET Odessa-Odessa local exchange
C1GigaNET Kyiv-Global exchange

ClGigaNET Kharkov-Kharkov local exchange
O DTEL-IX-PUBLIC

CIDN-IX
SCrimea—lX »c’f»»xz;,n:,ﬂ” >> >>>()I>>>i > >>>>c)/>ﬁ>>>>i DEBBBIPPP >>>>>()I>i>>i :(>:>;>:c>:ec:‘/’:?z’iac"/’x>z>i PP N ™Y
. ey 3 s B S R S A o W e S e
CLOU D-Ix KIEV Umm\nmnwm“l)m,\’u 0 WWWWWWWBMW
® 19 IXPs! (Internet eXchange Point) mfXimemeecange  sEEES e e B e e e e

TITI>

- as seen in PeeringDB

¢ 13 visible by RIPE Atlas

- visualising the paths between probes

P

P

- https://jedi.ripe.net/latest/UA/

IIUEIIID DISPRESED BIRIAIEE D BTSSP (RS

>

® Not one single dominant IXP!
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Crimea & South




Kherson - Some Routes via Crimea?

e https://[twitter.com/romain_fontugne/status/1522198122885132291/photo/1

Documentation API Contact

Enter an AS, IXP, or country name Q Home

Reports ~

AS47598 - KHTEL-AS PE "Khersontelecom®, UA

3-day report ending on May 05, 2022 &

x-s AS Dependency

BGP Data

— AS1273 CW
— AS9002 RETN-AS

— AS12389 ROSTELECOM-AS —— AS201776 MIRANDA-AS — AS3356 LEVELS3,
— AS6939 HURRICANE, AS6762 SEABONE-NET — AS3326 Datagroup
— AS3257 GTT-BACKBONE — AS35213 COMPNETUA-AS

— AS1299 TWELVES9
- AS174 COGENT-174,
— AS12883 UCOMLINE

[
o
o

A

g
\

AS47598 dependency
[9]
o
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dependent on AS47598

(=)

emile.aben@ripe.net | RIPE84 | 2022-05-16

Chernihiv
"Iepgiria

.'; J
Kursk ‘ ,..::_’Vorone-z.h-’”»-f-{u
Kypek . r_é‘Bonge)K ......

1
Sumy N
Lutsk ! Cymn 8 s
Nyubk Rivne Kyiv o |~ Belgorod
o PiBHe . Benropop %
2 Zhytomyr K‘;D'B ~ o :
XXutomup Kha[klv
0 XapkiB
ol Poltava 0
e Cherkasy MonTaea
pHONMiNb 4 i s o
| 0 o Vinnytsia Yepkacu
. BiHHMUA Kremenchuk
Ivano-Frankivsk Khmelnytskyi o KpeMeHuyk
IBaHO-OpaHKiBcbk ~ XMeNbHULbKMA P P, Kramatorsk
% Ukralne Dnipro KpamaTtopcbk Luhansk
. o JlyraHcbk
lic::?: Chernivtsi Kropyvnytskyi [OHinpo y
YepHiBui KponuBHULIbKUIA % . Donetsk
& Zaporizhzhia [loHeLbK
Kryvyi Rih | 3anopixxs o Shakhty *
Kpueui Pir e Lio)Ts X
. ' V0|g
MMar.lupol J | ssk op Y
Melitopol' ap%nom,:
:luj-Napoca Odesa Kherson Menitonons
RS Opeca Xepcol Becavansk
erdyans
l o BepAsHCbK
BEED i o A\ B |\ /A YV - a7 A W ) -
l '
Romania i
) Galatio A &(rasnodar . Stavropol
| na acHopap. ““‘CtaBpononb
-“ Ploiest Sevastopol Anana h e B-rzl:,{;y'kgp o ... S
CeBacrononb C = Maikony AV
e Bucharest O Novorossiysk BOginARMasupiy
e (0] Constanta HoBopoccuitck S < rF:Z‘

12


mailto:emile.aben@ripe.net
https://twitter.com/romain_fontugne/status/1522198122885132291/photo/1

Internet in Crimea &

e Case study of an Internet “Interregnum” (2014-2017)

¢ Sociological fieldwork combined with Internet
measurements:

- https://hal.archives-ouvertes.fr/hal-03100247

- Collaboration with Romain Fontugne (llJ) and Ksenia Ermoshina (CIS)

- Uses "AS-Hegemony”
- To what extent does an AS depend on another AS?
- Per AS data at IHR: Ex. https://ihr.iijlab.net/ihr/en-us/networks/AS 3333/
- Depends on BGP data in RIPE RIS

emile.aben@ripe.net | RIPE84 | 2022-05-16 13
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Crimea Interregnum (2014-2017)
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Interregnum conclusion 2

¢ Significant changes to Crimea's Internet connectivity
¢ Long transition (3+ years)
e Good match with compiled timeline

¢ Paths are going through Miranda Media/Rostelecom or
UMLC/Fiord

¢ Topological chokepoint reflecting geo-politics in the region

emile.aben@ripe.net | RIPE84 | 2022-05-16 15
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Take Aways

® Interfaces/data built on top of RIS/Atlas

- IHR
- AS Hegemony
- |IXP-country-jedi

- Observable notebooks

® Open source: Open to tinker with and improve!

emile.aben@ripe.net | RIPE84 | 2022-05-16
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Take Aways

® The Ukrainian Internet is a very resilient Internet

- Many redundancies in many layers

¢ .. but any human-made system has a breaking point

e Observable with data we collect

- RIPE Atlas: data plane (ping,traceroute,...)
- RIPE RIS: control plane (BGP)

emile.aben@ripe.net | RIPE84 | 2022-05-16
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Support

The Internet in Ukraine




NOGS fOr Networkers https://nogalliance.orq/ @j

our-task-forces/keep-
ukraine-connected/

tEP URRHINE
LONNEL [EQ

emile.aben@ripe.net | RIPE84 | 2022-05-16 20



mailto:emile.aben@ripe.net
https://nogalliance.org/our-task-forces/keep-ukraine-connected/
https://nogalliance.org/our-task-forces/keep-ukraine-connected/
https://nogalliance.org/our-task-forces/keep-ukraine-connected/

Questions 0
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|* https: //www forbes Com/s|tes/thomasbrewster/2022/03/15/|nternet-

technicians-are-the-hidden-heroes-of-the-russia-ukraine-war/?
sh=1a709¢c9c2884

V

|® https://9to5mac.com/2022/03/16/ukraine-mobile-carriers-work-together/

e https://www.platformer.news/p/the-internet-is-a-force-multiplier

e hitps://techcrunch.com/2022/02/28/ukrainians-turn-to-encrypted-
messengers-offline-maps-and-twitter-amid-russian-invasion/

Yo https://labs.ripe.net/author/waehlisch/secure-personal-
communication-in-the-event-of-crisis/
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Mork Info m Orlglrial Artjclg E 2 Bis 83e 0l |
e “The Resilience of the Internet in Ukraine” (2022 -03- 10)

- https.//labs.ripe.net/author/emileaben/the-resilience-of-the-internet-in-ukraine/

¢ “The Ukrainian Internet” (2022-02-28)

- https.//labs.ripe.net/author/emileaben/the-ukrainian-internet/

3¢ 2019, Kyiv: “State of the Internet in Ukraine”

- https://lwww.ripe.net/participate/forms/uploads/fobi_plugins/file/ripe-ncc-days-kyiv/
2019-09-26%20NCC%20Davs.%20State%200f%20Internet v3 b0el1fcOb-eed7-417b-813c-0dbc83f3e82c.pdf
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® “You are Not Alone: RIPE Community Resilience” (2021) §

-

- https.//labs.ripe.net/author/becha/you-are-not-alone-ripe-community-resilience/
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{* Internet Health Report (IHR;)
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