Revocation

G ol Huston, Joao Dawas
APN\C Labs



Certificate Revocation as a "sanction"™
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Several others have been reported:

crt.sh/?id=5828347935
ert ch/2id=R21RR71R547

Certificate Fingerprints
Certificate | ASN.1 | Graph | pv

> e

Hide metadata
Run cablint
Run x509lint

Run zlint

Download Certificate: PEM

Criteria ID ='6218871547"

6218871547

Precertificate

Log entries for this certificate:

Timestamp Entry # Log Operator
2022-02-21 11:43:18 UTC 24482765 Google https://ct.googleapis.com/logs/argon2023
2022-02-21 11:43:18 uTCc 21503551 DigiCert https://yeti2023.ct.digicert.com/log
2022-02-21 11:43:18 UTC 19789294 Let's Encrypt https://oak.ct.letsencrypt.org/2023
2022-02-21 11:43:118 UTC 25281661 Google

Log URL

Mechanism Provider Status Revocation Date Last Observed in CRL  Last Checked (erron)
0ocsP The CA  Check ? n/a ?
CRL The CA  Revoked 2022-03-01 00:03:02 UTC 2022-03-15 09:25:17 UTC 2022-03-16 01:26:35 UTC
CRLSet/Blocklist Google Not Revoked n/a n/a n/a
disallowedcert.stl Microsoft Not Revoked n/a n/a n/a
OneCRL Mozilla  Not Revoked n/a n/a n/a
SHA-256 F79AEC02EE7822EC81F83ECA6419377243F663E50B728716E042C2B404260EE1 SHA-1 C5C02700020F1523570D03170D0D3DA3A22010AE
Certificate:

Data:

Version: 3 (8x2)

Serial Number:
03:ae:la:le:bb:93:56:ad:fd:f3:fe:bf:1c:9c:e2:cc

Signature Algorithm: sha256WithRSAEncryption

Issuer: (CAID:62131)

commonName = Thawte RSA CA 2018
organizationalUnitName = www.digicert.com
organizationName = DigiCert Inc
countryName = US

Validity

Not Before: Feb 21 60:00:00 2022 GMT

Not After : Feb 21 23:59:59 2023 GMT
Subject:

commonName = epa.api.vtb.ru

organizationName = VTB Bank (PJSC)

localityName = CaukT-lleTepbypr

countryName = RU

Cihinnt NukIia Vair Tafa.
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Issuer: (CAID:62131)

commonName = Thawte RSA CA 2018
organizationalUnitName = www.digicert.com
Dovnioad Certificats: PEM organizationName = DigiCert Inc
countryName = US
Validity
Not Before: Feb 21 00:00:00 2022 GMT
Not After : Feb 21 23:59:59 2023 GMT
Subject:
commonName = epa.api.vtb.ru
organizationName = VTB Bank (PJSC)
localityName = CaukT-lleTepbypr
countryName = RU
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Let's take a step back.
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Safari is using an encrypted connection to www.my.commbank.com.au.

Encryption with a digital certificate keeps information private as it's sent to or from the
https website www.my.commbank.com.au.

Entrust, Inc. has identified www.my.commbank.com.au as being owned by
Commonwealth Bank of Australia in Sydney, New South Wales, AU.

| Show Certificate |

Twis sounds reassuring, but why
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Safari is using an encrypted connection to www.my.commbank.com.au.
= Encryption with a digital certificate keeps information private as it's sent to or from the https website
HO www.my.commbank.com.au.

Entrust, Inc. has identified www.my.commbank.com.au as being owned by Commonwealth Bank of Australia

in Sydney, New South Wales, AU.

Entrust Root Certlfication Authority - G2
L. =] Entrust Certification Authority - LM
L. 1= my.commbank.com.au

G erlifiecte

- Kevsmbeomd

Trust

Details
Subject Name
Country or Reglion
State/Province
Locality
Inc. Country/Region
Organisation
Business Category
Organisational Unit
Serlal Number
Common Name

Issuer Name
Country or Region
Organisation
Organisational Unit
Organisational Unit
Common Name

Serlal Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

my.commbank.com.au
Issued by: Entrust Certlification Authority - L1M

g Explres: Saturday, 20 August 2022 at 8:03:41 am Australlan Eastern
- @ This certificate Is valid

AU

New South Wales

Sydney

AU

Commonwealth Bank of Australla
Private Organization

CBA Busliness System Hosting
48123123124
my.commbank.com.au

us

Entrust, Inc.

See www.entrust.net/legal-terms

(c) 2014 Entrust, Inc. - for authorized use only
Entrust Certlfication Authority - LM

531215 DA C9 5144 92 D2 2C BE FE 2F 9E 6E CB

3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )
None

Thursday, 19 August 2021 at 8:03:42 am Australlan Eastern Standard Time
Saturday, 20 August 2022 at 8:03:41 am Australlan Eastern Standard Time

“T\/\'\S CQT“\'\Q ‘\CO\‘\’Q S “VQ\‘\d”
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Certifieate

Kovsokermd

Trust

Details
Subject Name
Country or Reglion
State/Province
Locality
Inc. Country/Region
Organisation
Business Category
Organisational Unit
Serlal Number
Common Name

Issuer Name
Country or Region
Organisation

| Organisational Unit
1 Organisational Unit
Common Name

Serlal Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

=] Entrust Root Certification Authority - G2
L. =] Entrust Certlfication Authority - LM

my.commbank.com.au
Issued by: Entrust Certification Authority - LM

Explres: Saturday, 20 August 2022 at 8:03:41 am Australlan Eastern
——d @ This certlficate s valid

Safari is using an encrypted connection to www.my.commbank.com.au.

Encryption with a digital certificate keeps information private as it's sent to or from the https website
www.my.commbank.com.au.

Entrust, Inc. has identified www.my.commbank.com.au as being owned by Commonwealth Bank of Australia
in Sydney, New South Wales, AU.

AU

New South Wales

Sydney

AU

Commonwealth Bank of Australla
Private Organization

CBA Busliness System Hosting
48123123124
my.commbank.com.au

Twis certilicate s T wiondhs old, ana
am bewng asked Yo drust W {or dne newd
5 wondng!

us

Entrust, Inc.

See www.entrust.net/legal-terms

(c) 2014 Entrust, Inc. - for authorized use only
Entrust Certlification Authority - LIM
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3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )
None
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Thursday, 19 August 2021 at 8:03:42 am Australlan Eastern Standard Time
Saturday, 20 August 2022 at 8:03:41 am Australlan Eastern Standard Time
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The Answer is Revocation!

e Each CA maintains a “Certificate Revocation List”

* This is a list of the serial numbers of all current certificates issued by
this CA that should no longer be trusted

* If a Bad Thing happens, or for any other reason, and the CA believes
that the certificate cannot be trusted, then the certificate’s serial
number is added to this CA’s Certificate Revocation List

* Anyone who is worried about the “currency” of a certificate should
check to see if its serial number is listed in the CA’s current CRL



The Answer is Revocation!
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m ‘ Safari is using an encrypted connection to www.my.commbank.com.au.
1

— Encryption with a digital certificate keeps information private as it's sent to or from the https website
i’i www.my.commbank.com.au.

Entrust, Inc. has identified www.my.commbank.com.au as being owned by Commonwealth Bank of Australia
in Sydney, New South Wales, AU.

E Entrust Root Certlfication Authority - G2
L. 5] Entrust Certlfication Authority - LM
L. [-J my.commbank.com.au

UNS Name
DNS Name
DNS Name

Extension
Critical

Policy 1D #1
Qualifier 1D #1
CPS URI
Policy ID #2

Twe DRL Cor dwe CA’s
C—‘LL- W listed w dwe
CQ\’“\"\Q .\CQ“Q, ‘\g\ 4\«@ CA
publishes o CRL

netoank.commpank.com.au
netbank.com.au
moblle.netbank.com.au

Here's dne one {or Endrust
Certificate Policles ( 2.5.29.32) \(\C. .
NO

(2.16.840.1.114028.10.1.2 )

Certification Practice Statement ( 1.3.6.1.5.5.7.2.1)
https:/fwww.entrust.net/rpa
(2.23.140.1.7)

Extension
Critical
URI

CRL Distribution Points ( 2.5.29.31)
NO
http://crl.entrust.net/levelim.crl

Extension
Critical

SCT Version
Log Operator
Log Key ID

Embedded Signed Certlficate TiImestamp List ( 1.3.6.1.4.1.11129.2.4.2 )
NO

1

DigiCert

5614 06 9A 2F D7 C2ZEC D3 FS5 E1BD 44 B2 3EC7 46 76 B9 BC 99 11 5C CO EF 94 98 55 D6 89
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— Safari is using an encrypted connection to www.my.commbank.com.au.

[ = Encryption with a digital certificate keeps information private as it's sent to or from the https website
i ° www.my.commbank.com.au.

Entrust, Inc. has identified www.my.commbank.com.au as being owned by Commonwealth Bank of Australia
in Sydney, New South Wales, AU.

I=| Entrust Root Certlfication Authority - G2
L. =4 Entrust Certification Authority - L1M
L. 5. my.commbank.com.au

UNS Name netpank.commpank.com.au
DNS Name netbank.com.au
DNS Name moblle.netbank.com.au

Extension Certificate Policles ( 2.5.29.32)
Critical NO
Policy ID #1 ( 2.16.840.1.114028.10.1.2)
Qualifier ID #1 Certification Practice Statement { 1.3.6.1.5.5.7.2.1)
CPS URI https://www.entrust.net/rpa

Policy ID #2 (2.23.140.1.1) ‘\‘\’5 V\O“ an \—\TTPS U‘lL_'

E nslon CRL Distribution P (2.5.29.31) . . .
oo o e bt WS a s\Qned obyect
URI http://crl.entrust.net/levelim.crl reqv"r"q\s av \'\Q(\“‘\CQ“‘\OV\, So
Extension Embedded Signed Certificate TiImestamp List ( 1.3.6.1.4.1.11129.2.4.2 ) -\Qmeer\(\s ‘\S C\I\Q\\QV\S‘N\S
Critical NO »\ *»\ * 4»\
SCT Version 1 wWhe er orf wo <
Log Operator Digicert redeieval dransport 1S

LogKeyID 5614 069A2FD7 C2ECD3F5E1BD 44 B2 3EC7 4676 B9 BC 99 11 5C CO EF 94 98 55 D6 89

DO DD avthendicated and Q(\C\"j("\ed




What's in that CRL?

$ wget http://crl.entrust.net/levellm.crl

$ openssl crl -inform DER -text -noout -in levellm.crl

Certificate Revocation List (CRL):
Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption
Issuer: /C=US/0O=Entrust, Inc./OU=See www.entrust.net/legal-terms/OU=(c) 2014 Entrust, Inc. - for authorized use only/(
Last Update: Mar 14 05:00:49 2022 GMT
Next Update: Mar 21 05:00:49 2022 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:C3:F7:D0:B5:2A:30:AD:AF:0D:91:21:70:39:54:DD:BC:89:70:C7:3A

X509v3 CRL Number:
5765
2.5.29.60:
..20220312050049zZ
Revoked Certificates:
Serial Number: 4D2931EF3C9592A49F43E286B4CEADE7
Revocation Date: Feb 11 12:22:55 2022 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Superseded
Serial Number: 6CD01168AC0B47C1C8B643393883
Revocation Date: Dec 26 01:02:59 2021 GMT
CRL entry extensions:

Oud of B0TL cerdilicates v Endeust’s CRL
32176 are “Qugerseded”

X509v3 CRL Reason Code: e . 5s
Key Compromise < ’58? are COMQT‘OM\%Q&

[repeated 5,070 times]


http://crl.entrust.net/level1m.crl

How do you check a certificate
using a CRL?

1. Retrieve the CRL
2. Validate the digital signature of the CRL against the CRL contents

3. Validate that the digital signature was generated by the CA’s private
key, and create a validation chain to a Trust Anchor

4. Validate the currency of the CRL with Update Date of the CRL
5. Look for the Certificate’s Serial Number in the CRL

"SSUEA" () * * =) (. —8/ 018 . — (B . —2-3""24*~F' 148)&)5



Does anyone actually do this?



Does anyone actually do this?

"4



Does anyone actually do this?

"4

s Yakes Yoo long do perform e CRL checkng actions and
Noboady 1S willing Yo fay s dwe eeﬂq\-\j

s also a dotally welficient design — why redrieve dwe entire
CRL when all you vant Yo know s the Stadus of a single
cerh{icade?

Twis way wave worked {or circulating printed lisds of revoked
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Yoday (hough even dnen nobody cwecked!)



Plan B - OCSP

Online Certificate Status Protocol

* Allows a client to query the CA to query the revocation status of an
individual certificate

* The retrieval, validation and lookup function associated with CRLs is

pushed back to the CA, and the client now only needs to validate the
OCSP response

* Sounds interesting



OCSP

CA OCJP Server

R/\
# OCJP Q\)ery/ Response
~
TLS Server " TLS Handshake Cliend
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Certificate A




Does it work? Is OCSP being
used?

 How many users would still visit a website (using HTTPS of course) if
the site certificate was revoked and the CA does not publish a CRL?

* Let’s try and answer this question



Measurement Process

e Use a scripted Ad with a URL
* DNS name component is uniqgue (removing caching considerations)

* Generate a Let’s Encrypt wildcard certificate — and then immediately
revoke it!



$ openssl ocsp -issuer lets -encrypt -r3-cross - signed.pem.txt - serial 0x04F6351FB48399440794386973D8BD9C4095

-url  http://r3.0.lencr.org - text
OCSP Request Data:
Version: 1 (0x0)
Requestor List:
Certificate ID:
Hash Algorithm: shal

Issuer Name Hash: 48DAC9A0FB2BD32D4FFODE68D2F567B735F9B3C4
Issuer Key Hash: 142EB317B75856CBAES00940E61FAF9D8B14C2C6

Serial Number: 04F6351FB48399440794386973D8BD9C4095
Request Extensions:
OCSP Nonce:
0410E32D127FOCAE78737814324013BF904C

OCSP Response Data:

OCSP Response Status: successful (0x0)

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: C = US, O = Let's Encrypt, CN = R3

Produced At: Mar 13 16:22:00 2022 GMT

Responses:

Certificate ID:

Hash Algorithm: shal
Issuer Name Hash: 48DAC9A0FB2BD32D4FFODE68D2F567B735F9B3C4
Issuer Key Hash: 142EB317B75856CBAES500940E61FAF9D8B14C2C6
' : 48399440794386973D8BD9C4095

Cert Status: revoked ) e
Revocation Time: Mar 8 16:22:24 2022 GMT
This Update: Mar 13 16:00:00 2022 GMT

Next Update: Mar 20 15:59:58 2022 GMT

Next Update: Mar 20 15:59:58 2022 GMT
Revocation Time: Mar 8 16:22:24 2022 GMT

A manual OCSP check shows that the
certificate has been revoked




Measurement Process

» Capture TCP packets at the server(s)
| 1"H$0%6& ) $*+,-*$.+'$/(&'0.$/,11'0/&02%.+'$341$808.&5($'6/+502"

e Capture the web logs
| 4,2$'0.78$&*$-7&..'0$,0$*79'7*$,:<'.$)'(89'7858%$.+'$34!1$***&, 08/, 1=("."*$
*>[[%%05>((8$2-+&/+$=7,;5;(8%*+,>()$0,.$+5=="03-+'0$.+'$/'7.&%&/5.'$&*$
7'9,@"A



Measurement Expectations

* Let’s Encrypt does not publish its CRL in its issued certificates — so this
is an OCSP check

* If every client application performed an OSCP revocation check then
we’d see no web fetches at all!

* And if nobody supports OCSP then we’d see a high correlation
between the SNI capture and the web logs

* What do we expect to see?



What do applications do today?

Let’s bench test a few common platforms and browsers

"4$0%&  '(H&)S*  +),#( - /&
"#$%&$'()() [0!+1 0!+1 0!+1
0 &S$'+), 0!+1 0!+1 0!+1
" J0*.$'( 1% 1%
2%-.034%"  [1% 0!+1 1%
567*8- 1% 0!+1

Apple pladlorms and Firelow generally gerform an OJCP
check, and other’s don'd.
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Global Survey

Technology & Telecommunications » Software
Global market share held by leading desktop internet
browsers from January 2015 to December 2021

Let’s bench test a few common
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Measurements

Global Outcomes — 5 days in March 2022

TOtal COunt: 16’480’316 Seems that theory and practice
OCSP Checking Enabled: 3,512,478( (21%) /  corelate wlerably vel
No OCSP Check: 12,967,835 (79%)



World Map of OCSP Checking

100

This is really a map of Apple platform market share by

CcC



OCSP Scorecard

I It’s still a round time time penalty of additional delay
I It tells the CA what each client is doing = a significant privacy leak
I It imposes critical load on the CA’s OCSP servers

l What should the client do if the OCSP server is uncontactable?
| B5&(OBEF!$9Y.,7
| G((,-CPH>(0'75;8(&.8%$9'.,7

Some platforms and browsers support OCSP checking

Some don’t Sleat and waghazara baSis Lot dhe web S

Twis seews like o stupialy weons
on\y securiy Crowmenock:



OCSP = Fail?

"HS%68 () H*(+(,-$./(Yo#$%(01-.12(3240,$%.01(,#2,5.16(./(7'2-2"(
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Plan C - OCSP Stapling?

“If we want a scalable solution to the revocation problem
then it's probably going to come in the form of short-lived
certificates or something like OCSP Must Staple. Recall
that the original problem stems from the fact that
certificates are valid for years. If they were only valid for
days then revocation would take care of itself. ”

I"HSYO&H () +,
-..J0122833345$/*65#) 758)*.48B0::<2:<2:=26*7>-*>75'(4-.$)



What about OCSP Stapling?

@$YH23(YHSL(:7'#.16(%#2(32":01'.9.-.%*(>03(3240,$%.01(,#2,5.16(21%.32
00#2(,-.21%(). %H(A@B'C(03(%731.16(.%(.1%0($(D723*E32:01'2(.1%23306!
AFG'('23423().%#(HAIJC(,$1(%#2(,01%21%('23423(>73 1. #(%#2(K, 73321%C
32":01'2($'($(%$:-2:($%%3.97%2(0>(%#2("BI(,32:21%.$-'L



Stapled OCSP

CA OCJP Server

N\
#' OCJP Query/Response
\ &
TLS Server " TLS Handshake Cliend

\




What about OCSP Stapling?

@$YH23(YHSL(:7'#.16(%#2(32":01'.9.-.%*(>03(3240,$%.01(,#2,5.16(21%.32
06#2(,-.21%(). %H(A@B'C(03(%731.16(.%(.1%0($(D723*E32":01'2(.1%23306!
AFG'('23423().%#(HAIJC(,$1(%#2(,01%21%('23423(>731. #(%#2(K, 73321%C
32":01'2($'($(%$;-2:($%%3.97%2(0>(%#2("BI(,32:21%.$-'L

"% MHALI(1%$:-.16(N@OAPQPPR($1:("BI(S7'%(1%%$:-2(N@OATPUUR

| ;@2132(.'(10(&:.%.01$-(12%)035(-$%21,*(.1("BI('%$3%($'(%#2(HA8J(:$%$(.'
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What do applications do today?

Let’s bench test a few common platforms and browsers

!"#$%#&'()*+ |"#$%& '(#&)$* +’)’#( -1&
,'-%01#%.%/0101/ 0-+ O+ O-+
21#%/314 0-+ o+ O-+
56+782+%/0 12 0-+

926+8:;%!// 12 0-+ 12
<*=2'6%!// 12 0-+

\V\m\/ s Cwrowme not checkny oL Sv 5-\0\9\\«\3?



We need to talk about Chrome

* Chrome does not perform OCSP checks — it uses “CRLsets”
.. =*JJ---K&1="7&5(9&,(".K,72JLMNLIMLIMOJ/7 (*' AK+.1(

* Chrome crawls across participating CAs, trims the CRLs to strip out
“unimportant” revocations and sends this to the chrome browser

* What happens if:
| 8,>7$PG$&*$0,.$=57.$,%$PPQU*E
| R,>7%/'7.&%&/5.'$7'9,/5.&,0$&*%$0,.$5*>%%&/&'0.(8$&1=,7.50.TC

then you lose! Chrome will happily set up the TLS session anyway.



https://www.imperialviolet.org/2012/02/05/crlsets.html

We need to talk about Chrome

]
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https://www.imperialviolet.org/2012/02/05/crlsets.html

Who's Serving Stapled OCSP
content?

¢ ClOUdea re - yes I"##$%&"()*+,-)*./0)123,-*4"*-%B#1$)E8 5)*./0)123D.9841/3 Bo%i) <

¢ Akal I lal - yes "##$%E&"-*44.76#=,1>1416,-*4"- Y%o#*432%'%'?.3%#6*7";@A;0;;;;AB#3) CDCEB*B 71 () -%B6#1$)67+E)17+.1+3F3ZGHI

* Azure $%&'()*+&-.)%+./,&0
i Fa St |y $ 1('2*‘##$%&"%.$$*2#.01%#):,-*4"'5%-*44.76#:'$*%#%‘:J::K;KKLMI\E)$$*2#5)*ZPDICB%)#1$)6¥+

e <insert CDN here>



https://blog.cloudflare.com/ocsp-stapling-how-cloudflare-just-made-ssl-30/
https://community.akamai.com/customers/s/question/0D50f00005RtplACAR/how-to-enable-ocsp-stapling?language=en_US
https://support.fastly.com/hc/en-us/community/posts/360040448792-Support-for-OCSP-stapling-

What's the point of OCSP
otapling?

| "#2(:2>$7-%(07%,0/2(0>($(24%-7$%.01(0>($(,73321%(,23%.>.,$%2(.'(%0(§
$'(-016($'(%#2(,-.21%(,$1(,01'%37,%($(4$-.:$%. 01 (,#$.1(%0($(-0,$-(%37'%

| A@B'($1:(HAIJ(.'(/2$1%(%0($-23%(*07(%60($(,#$162:(,.3,7/'%$1, 2(Yo#$Y%(
1:.,$%2' (Y%#$%(%#2(,23%.>.,$%2(*H#07-:(10%(92(%37'%2:

| 10(%#2(01-*(HAIJ(.%2/(%6#$%(.'(7'2>7-(. (012(%#$%(. 1:.,$%2' (%6#$% (%#2(
#$'(9221(324052:

| V7%()#*(#07-:($('23423("21:(/2(%#2(,23%.>.,$%2($1:($('%$;-2: (HAII(
32:,01'2(.>(%#2(.612:(HAIJ(32';,01'2('$* (%#$%(%#2(,23%.>.,$%2(#$'(9221
324052:L
L I"H#E%&' ()*)"+*,+-.+-*$,+*)" *0112*/' 3#-45)/#'*]),+%3*5'&*35/%*)"+*6 71*"5'&,"58+*/3*
)" +*Q+-)/3/95)+*)"BY/)¥:5 4] F)HH< - H3B+-*] *o+ HE+&=



Revocation is a Failure!

* If the point of this entire certificate architecture is to inform the user
that the location that they have reached is or is not the location that
they intended to reach, then why is it useful at all if it can’t inform the
user that the certificate that is being used is not to be trusted !$%

* If the best that CRLs, OCSP, Stapled OCSP and CRLsets can inform you
is the trust status of a certificate !"#$%&'#"(&'#()#"*'#+!$then why is
this information any different from the certificate itself?

* If the entire purpose of these revocation mechanisms is only to
reduce the “trust window” of a certificate, then why not just use

certificates with a more constrained trust window (of a few hours or
S0)?



Certificates are a Failure?

| "#2(;309-2/().%#(,23%.>.,$%2' (%6#%$%(;304.:2($(%637'%().1:0)(0>($(>2) (#O7:
06#$%(%H2(2W.'%. 16(AF(.1>3$'%37,% 732002 (@HHT ' BL-*(%$'#2: (
,23;/;.;.,$%2'(X7'%(,$1G%(,O;2().%#('7,#($1(.1,32$'2:(.1%21'.%*(O>@23%.>
781,

| 1002(X7'%(;23".'%(). Yo#(-8142:(,23%.>.,$%2'($1: (8L, %.01$-(3240,$%.01(
12,#$1.1'C(92,37'2( %G (%6#2(;$%#(0>(-2$'%(32".'%$1,2

| +>(,23%.>.,$%2'($32(.1,$:$9-2(0>(.1>03/.16($(,-. 21 % (Y%#$%6(Yo#2*($32($9C
3%)1(.19%0(/.";-$,2:(%37'%(%#2 1 ()#$%(2WS$, %-*($32(%6#2*(600: (>03($1*)$*

| "#2(21%.32(09X2,%.42(#232()$'(%0($1)23(%#2("./;-2(D 7 $BHBL !
#'*+"%& &%3% %, J0&Y6&I%+11"+8&%6&I%& "Vt () *+"%&, &% S+ 1&" 1
+/11"+&%&BI(FL:(%#2(;309-2/(. (Yo#$%(%o#. (21%.32(,23%.>.,$%2('%37,%7:
01-*($1)23($(D72'%.01 (%#$%(32-$%2' (%60(%6#2(:$'%C(10%(%6#2(;32'21%:



Certificates are a Failure?

| “4#2(;300-2/().%#(,23%. >.,$%2'(%H$Y%(;304.:2($(%37'%(). 1 0)(o>($(>2)(#07:
4S9 (002(OW. %6 16(AF ( 1>38%637, 96732084061 27700 e

23%.>.,$%2'(X7'%(,$1G%(.0:2" ows e i S %*(0>@23%
79,2 O Mese S Lother VSN

') e
110020 \( we C‘“‘ Wq oo (3240.$%.01
BRI e e 21 cuasmn
!+> 23~)(6 cec "‘__)S,w -2(0>(.1>03/.16($(,-. 21%(%oH$Y6(YoH2* ($32($9C

3$)1( L oou. -5, 2:(%37'%(%H21 (JHS%(2WS, %-*($32(%6#2*(600:(>03($1*)$*

| "#2(21%.32(09X2,%.42(#232()$'(%0($1)23(%#2("./;-2(D 7 $BHBL !
#'*+"%& &%3% %, J0&Y6&I%+11"+8&%6&I%& "Vt () *+"%&, &% S+ 1&" 1
+/11"+&%&BI(FL:(%#2(;309-2/(. (Yo#$%(%o#. (21%.32(,23%.>.,$%2('%37,%7:
01-*($1)23($(D72'%.01 (%#$%(32-$%2' (%60(%6#2(:$'%C(10%(%6#2(;32'21%:



And then there's the DNS..

The problem here is not TLS, and not the use of digital signatures to
assure the veracity of information, but the properties of the certificate
infrastructure to allow this veracity to be established as a &'(()*+ piece
of information

The DNS has a similar issue of accuracy and timeliness

#.$15052'*$8/,0.5805.+8*$.81'$(52$.+,72%3'$, %$P5/+'$381'7*$?334*AUS
15052")$;8$V,0'$5)1&0*U$.,.$* IH& 15($.&L'$-"0$7'% 775($:5/@%$.,$.+'$
5>.+,78.5.89'$&0%, 715"& 08
3+'7'$8*$5%$/,0%.50.$7'%7*+$, %$E"1$80%, 715.&,05=5**")$.,$.+'$/(&'0.$%7,1$.+"
5>.+,78.5.89'$*79'7*



And then there's Stapled DANE

If the entire purpose of this security measure is to associate a key pair
with an intended service name then why not Just Use the DNS?
I W(5/'$.+'$=>;(&/$@'8%,%$5$*'79&/'$&0.,$.+'$SE"1$5(,02* &) '$&.*$,.+'7$5..7&;>."

| X*$/,09'0.8,05($334$1'/+508*1*$.,$/,0.7,($.+H56815($/5/+&02$(5 26
£0%,715.&,0

| 1&20$.+*$7',7)*$-& +$SE"IIYP

| GO)$*.5=('$.+'SE"I'YP$95(&)5.8,0$/+580$,%%$.+'$=>:(&/$@'8$7'/,7)$&0.,$.+'$3
+50)*+5@'$5*$5$*.5=()$/+5&0")$7*=,0* $5*$50$5(.'705.&9'$.,$>*&02$ZKOM]:
I'7 &Y%&J5. "

&K'K$>*$SEG"YU$P+5&0)$Q"*=,0**$50)$341$!.5=(&02




Where have we got to?

* X.509 certificate revocation is broken ,*-./).&,*0+.123.2+

e About the only fix is to pull certificate lifetimes down to a small
number of hours —i.e. limit the scope of potential damage of a
compromised certificate

| \>$.4+'$/'7.8%&/5.'$*8*.' 1$5*$-'$@0,-$&.$-,0:.$*/5('$-&.+$*>/+$15+*&9'(8$
*+ 7.'0)$/'7.&%8&/5.'$(8&%'.& 1"

* Yet in the DNS, the common TTL is measured in hours

* So why don’t we just ditch all this X.509 brokenness and just turn all
of this over to DANE and the DNS?
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